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Articles in this issue:

New EU Data Protection Regulation has been approved
On 14 April 2016 the European Parliament approved the new General Data Protection Regulation.

It replaces the current data protection directive, i.e. Directive 95/46/EC on the protection of individuals
with regard to the processing of personal data and on the free movement of such data and makes an
uniform level of data protection throughout the European Union, being directly applicable in all of
member states.
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Timeframe

The Regulation will enter into force 20 (twenty) days after its publication in the EU Official Gazette.

The new rules of the Regulation will become applicable 2 (two) years thereafter.

The main amendment brought to the specific legal framework governing personal data processing
through the Decision is the change in the legal regime regarding the natification of the Authority.

According to the Decision, the notification to the Authority regarding personal data processing will
become an exception, being applicable only in the cases expressly stated by law and mentioned
below, while the general rule would be that personal data processing is allowed without any other prior
notification.

This new legal regime does not exempt the data controller from its other obligations based on Law no.
677/2001 on the protection of individuals with regard to the processing of personal data and the free
movement of such data, especially obligations to protect the rights of the persons in cause, the
confidentiality and security of data.

The new rules will give individuals greater control over their personal data and include, among others:

1. Theright to be forgotten
Data subjects have the right to require a data controller to delete data files relating to them if
there are no legitimate grounds for retaining it.

2. Clear consent to the processing of personal data
Consent should be understood as a clear affirmative action establishing a freely given,
specific, informed and unambiguous indication of the data subjects agreement to the
processing of personal data.

3. Aright to transfer the data to another service provider
Businesses must ensure data subjects can easily transfer their data files from one service
provider to another.

4. Theright to be notified with respect to data breaches
Business will be required to notify the local data protection authority, and the data subjects, of
significant data breaches.

5. Clear and understandable language of privacy policies
Businesses will need to adapt their privacy policies and other information support notices in
order to include much more detailed information.

6. Appointment of a data protection officer
Businesses will need to appoint a data protection officer in certain cases, such as of
processing operations which, by virtue of their nature, their scope and/or their purposes,
require regular and systematic monitoring of the data subjects on a large scale.
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To ensure proper enforcement of the Regulation, sanctions for non-compliance are significantly
increased.

The Regulation distinguishes between 2 (two) types of sanctions:

- Infringements of data protection obligations: EUR 10 million or up to 2% of total annual
worldwide turnover

- Infringements of basic processing principles (proportionality, legitimacy, consent etc.); data
subject rights (access, right to be forgotten etc.); international data transfers; or non-
compliance with a data protection authority order: EUR 20 million or up to 4% of total annual
worldwide turnover

In preparation of various businesses to ensure compliance with the Regulation by adopting and
implementing a clear strategy in terms of processing personal data, we suggest to undertake a privacy
quick scan in order to check the compliance degree of the manner in which personal data are
processed.

The privacy quick scan will assess:

e where personal data is processed in your business;

e where your business currently stands on privacy compliance in general;

o where and what your privacy risks are; and

e  which steps you should take in the near future, and when, why and how to take them, to
improve your privacy compliance level.

Should you be interested in providing you with more details on the Regulation impact on your business
or on the privacy quick scan, please let us know.

If you have questions or you want more details
regarding the inward processing procedure and how
to apply for it, please do not hesitate to contact us.

Andrei Burz-Pinzaru
Partner Reff & Associates
Attorney at Law

+40 21 207 52 05

Maria-Silvia Axinescu

Managing Associate Reff & Associates
Attorney at Law

+40 21 207 54 28
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This Alert is provided only as a guide by Deloitte and Reff & Associates professionals, and should not be construed as advice on fiscal or legal matters. It is
recommended to seek professional tax/legal advice before acting upon any of the points raised in this document.

This publication contains general information only, and none of Deloitte Touche Tohmatsu Limited, any of its member firms or any of the foregoing’s affiliates
(collectively the “Deloitte Network”) are, by means of this publication, rendering accounting, business, financial, investment, legal, tax, or other professional advice or
services. This publication is not a substitute for such professional advice or services, nor should it be used as a basis for any decision or action that may affect your
finances or your business. Before making any decision or taking any action that may affect your finances or your business, you should consult a qualified professional
adviser. No entity in the Deloitte Network shall be responsible for any loss whatsoever sustained by any person who relies on this publication.

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee, and its network of member firms, each of which is a
legally separate and independent entity. Please see www.deloitte.com/ro/about for a detailed description of the legal structure of Deloitte Touche Tohmatsu Limited and
its member firms.

Deloitte provides audit, tax, consulting, and financial advisory services to public and private clients spanning multiple industries. With a globally connected network of
member firms in more than 150 countries, Deloitte brings world-class capabilities and high-quality service to clients, delivering the insights they need to address their
most complex business challenges. Deloitte has in the region of 225,000 professionals, all committed to becoming the standard of excellence.

Reff & Associates SCA is a law firm member of Bucharest Bar, independent in accordance with the Bar rules and represents Deloitte Legal in Romania. Deloitte Legal
means the legal practices of Deloitte Touche Tohmatsu Limited member firms or their affiliates that provide legal services. Visit the global Deloitte Legal website
http://www.deloitte.com/deloittelegal to see which services Deloitte Legal offers in a particular country.
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